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  Microsoft Defender for IoT 
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            Secure your enterprise IoT devices 
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           Complete IoT and ICS/OT security 
 
   Accelerate digital transformation with comprehensive IoT and ICS/OT security.
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  Manage security posture and reduce your cyberattack surface area with a risk-prioritized approach.
 
 
  
 
 
      Cyberthreat detection with behavioral analytics 
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         Enterprise IoT (eIoT) 
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                Address unique industry challenges 
  Tailor IoT security to your needs with comprehensive solutions.
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    Microsoft Defender for IoT applies cyberthreat research from the Microsoft security research team. Dedicated IoT and ICS/OT cyberthreat intelligence supports the security needs of customers in all major industries, such as manufacturing, energy, automotive, and healthcare.
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  Secure medical devices used for supply chain management, hospital environmental control, telehealth, and other needs.
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             Securely enable manufacturing innovation 
  Protect industrial IoT infrastructure from breaches, maximize uptime, and improve safety by quickly discovering asset inventory and responding to cyberthreats.
 
   Learn more  
 
  
 
 
 
 

 
 
 
 
             Safeguard energy infrastructure 
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   Asset discovery and context 
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       Risk-based vulnerability management 
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   Microsoft Defender for IoT supports enterprise and industrial IoT devices, including ICS/OT. These devices can be secured using passive, agentless monitoring or an agent if the device manufacturer includes it in the build. Microsoft Defender for Endpoint provides a deployable agent that secures traditional endpoints, such as workstations, servers, and mobile devices. Together, these solutions can secure all endpoint types in your organization.
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  Achieve unified security and visibility across your clouds, platforms, and endpoints.
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	Defender for IoT—OT site-based licensing: Standalone licensing to protect your OT devices and critical infrastructure. Pricing differs depending on the size of your environment (site).
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  Microsoft leads in real-world detection in MITRE ATT&CK for ICS evaluation.1
 
   Read more  
 
  
 
 
      SC Awards 
  The Microsoft IoT/OT security solution (formerly CyberX) is recognized as the Best SCADA Security Solution in the Trust Awards category.2
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